King County Recorders Office- Systems Procedure Manual


King County

Recorders Office

Systems Procedure Manual

This manual will document the operational procedures and describe the various systems found in the King County Recorders Office.

In the event of an emergency or an effort towards disaster recovery, it may be the only remaining resource available to help restore business functionality to the critical systems needed to perform required recording of documents.

Also included are technical descriptions of the types of clients and systems and what software modules are needed to support their business functions.

Following is a Table of Contents. In the event of an emergency or disaster with no system staff available go directly to the Systems Emergency Procedures section.

Additional documents are linked to the appendix listing and can be found in \\polaris\admin\admin documents
The manual will be updated periodically and placed in //Polaris/Admin/Systems Procedure Manual.doc as well as on the King County FTP Site (ftp://ftp.metrokc.gov/records/Systems%20Procedure%20Manual.doc).
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Section II.

Systems- descriptions.

Environment (Power/UPS, A/C)

The computer room is powered entirely by the LIEBERT UPS system with the exception of the air conditioning unit and the lights.

Input power to the UPS is delivered from the power panel in the electrical closet in the lower section of ROOM 311 (main circuit breaker labeled “31,32,33”). This circuit breaker is controlled by an emergency shutoff circuit which trips it when either the red “Kill” switch located on the wall next to the computer room or a fire condition exists.

This will immediately shut down the UPS and the LIEBERT AC unit.

Power may be restored only by pressing the silver “Reset” button and then cycling the main circuit breaker in the electrical closet (main circuit breaker labeled “31,32,33”).

The UPS has batteries that will keep the equipment running long enough to do an emergency shutdown and hopefully close all files properly in the case of normal loss of power (not emergency shutoff conditions).

In addition, the Dell PowerEdge and PowerVault cabinets are protected by a second set of cabinet UPS units that will begin automatic system shutdown if power from the primary UPS system is not restored within 300 seconds.

For more information, see Systems- Emergency Shutdown/Startup procedures.

 WINDOWS NT LAN and servers

The RECORDERS domain Local Area Network consists of the following components:

1. CAT5 wiring and data jacks as well as a 19" equipment and wiring rack. All jacks are labeled both on the client end as well as the rack end for ease of connection to the various switches and hubs mounted in the data rack.
2. Dell PowerConnect 5224  x4 switch stack is  mounted in the rack and form the LANs backbone. A port on one of the switches is configured as a network port and is connected to the King County Wide Area Network.
3. A Dell PowerEdge 1650 with 1gbytes of ram running NT4.0 with service patch 6a is the primary domain controller. The main function of this  server is to validate account logons and secondarily to serve as an administrative file server.
4. A Dell PowerEdge 1550 running NT 4.0 Server (kcro-bdc) with service patch 6a serves as the backup domain controller as well as the LANs print server. In addition, a second bdc (clone based kcro-ar00) is located at the records center.
5. A Network Load Balancing Cluster consisting of 2  Dell PowerEdge 1650 Windows 2003 Web Server (kcro-webserv1 and kcro-webserv 2) which serves as a web server and supports the King County Recorders Office Records Search  application.
6. A Dell 6300 PowerEdge NT4.0 Server (kcro_oars) which serves as the Eastman Imaging Server. Attached to this server is a DLT7000 tape library and ArcServeIT backup software which provides unattended backup of data and images both for the Recorders Office as well as the Archives and Records Management server. This server is connected to the PowerVault SAN.

7. A Dell PowerVault 650F SAN (storage area network) with dual fiberchannel loops to 3 tbytes of storage.

8. A Dell 6650 PowerEdge Windows2000 Server (kcro-oracle) which serves as the Oracle9i database. This is connected to the PowerVault SAN. This is the production database server.

9. A Dell 1650 PowerEdge Windows2000 Server (kcro-eRecording). This server hosts a web-services eRecording application.

10. A Dell 6650 PowerEdge Windows 2003 Server which serves as the AiIndex server.

11. A Dell digital KVM used to switch the Flat panel monitor and keyboard between the servers in the Dell cabinets. 

Details of each of these systems are contained in separate documents and links to these documents can be found in the appendix.

Client PC configurations and printers.

There are currently several configurations of software applications that are installed on various PCs located throughout the RECORDERS OFFICE depending on the function required at that location:

1. Public Access Terminals are located in the public viewing area and are only capable of running the Anthem Public Inquiry application. These terminals are running a minimal install of Windows2000 and automatically logon when powered up in the morning and raise a message box at 4:25pm to remind public users to pay for copies. When message is acknowleged, workstation is shut down.

2. Assessors Tax System Terminal is located in the public viewing area and is loaded only with TCP/IP and the ATTACHMATE Extra95 TN3270 terminal emulation with an autologon (by IP number) to the AN07 (assessors tax system). This terminal runs on a minimal Windows98 installation with Extra95 as the shell so users have no access to the file manager unless they know to use cntl-alt-esc to access the task manager run function.

3. Data Entry , Administration, Customer Service Workstations and Cashiering Workstations are located in both the recording area and in customer service and run WindowsXp Professional with TCP/IP protocol and Microsoft Networking Client validating on the RECORDERS domain.  These desktops are loaded with Microsoft Office2000 Professional. A slip printer and a label printer are connected to each workstation’s LPT1 and additional LPT3 ports. 
4. Scanning Workstations are located both in the Alpha (now Microcom) scanning room as well as 2 in the cashiering area, 1 in the customer service area and 4 in the scanning room. M4099 high speed and M3097 low speed scanners are connected to these systems using Kofax scanner interfaces for OCR bar code recognition of the various documents entered into the Anthem system. A Minolta microfilm scanner and scanning station is connected to the system in the scanning room.
5. Laser printers are located throughout the RECORDERS OFFICE and are attached via the LAN to the network print server for general purpose printing as well as Anthem document reproduction. 
6. Xerox DDS 8830 large format scanner and printer are located in the customer support area and are used to scan and print surveys, condos and other large map sized documents. This unit is attached to the network print server via TCP/IP. Scanned documents are retrieved from it's internal FTP server.

Details and notes for each type of workstation or printer are contained in separate documents and links to these documents may be found in the appendix. 

Section III.

Systems- Emergency procedures.

Computer Room/Electrical Closet Access

Keys to access the computer room and the electrical closet (and phone closet) can be found in two places.

1. Bob Foote desk drawer. Keys not marked for security.

2. Helen Louie desk top plastic box. Keys connected to orange tag marked "computer room."

In addition there is a key (electrical closet and phone closet only) that is available in customer service.

Emergency Contact List

In case of an emergency, contact Walt Washington's office phone number.

 (206-205-0992)

This number will be updated with latest information available if possible.

Also you may call Bob Foote for systems emergencies.

 (206-824-7330 home;206-954-3743 cell)

Other emergency numbers:

Security (206-296-5000)

Fire, Police (9,911)

ITS helpdesk [network, phones](206-684-1875)

Facilities [electrical, ac, lights, etc](206-296-0641)

Environment (power/UPS, A/C)

In the event of fire or an emergency which necessitates the use of the emergency “kill” switch, (I.E. electrical shock), the UPS system will IMMEDIATELY shut down primary electrical power to all equipment in the computer room. The Dell cabinets have an additional UPS unit in each cabinet and monitoring software that will give each cabinet 300 seconds for the primary power to return before starting the emergency shutdown procedure. The kill switch will trip the main circuit breaker in the electrical closet located in the lower area of Room 311 which must be manually reset.

Severe Emergency
In case of a situation where power needs to be removed from the entire computer room without regard to data and equipment, press "Kill" switch located on wall outside of computer room door. Press "O" button on 3 UPS units in bottoms of both Dell equipment cabinets to shut down power to all units inside.

Normal Power Down

Should loss of normal electrical power occur or if complete computer room shutdown is required, systems staff personnel should if possible:

1. Complete shutdown procedures for Dell systems (AiIndex, Oracle, Eastman Imaging server) (see emergency procedures- kcro_oars)

2. If time permits, power down remaining equipment in computer room.

3. Cycle down UPS by first turning Rotary Switch counterclockwise from Position 4 to Position 3 and observe the messages on the Display before proceeding to next step; following prompts turn Rotary Switch from Position 3 to Position 2 and then to Position 1. It is not necessary to go to Position 0 as the UPS can safely remain in ‘On Maintenance Bypass’ (position 1) for an indefinite time.

4. Shut down A/C unit by turning switch handle to “OFF”.

5. Press "O" button on 3 UPS units in bottoms of both Dell equipment cabinets to shut down power to all units inside.

Power UP

To power up computer room, ensure that all equipment has been powered off and that there is main power coming into the UPS by checking the display. If there is no display, the main circuit breaker (labeled “31,32,33”) in the electrical closet will have to be cycled off and then on.

1. Start A/C unit if not running by turning switch handle to “ON” and pressing and holding green “ON” button.

2. Starting from Position 1 turn Rotary Switch to position 2. The Advisory Display will display several screens of prompts and self-tests. Follow prompts when message “STARTUP Test Passed-Turn rotary switch to position 3” appears. Again follow screen prompts when message “STARTUP Test Passed-Turn rotary switch to position 4” appears. The UPS is fully operational when the message “NORMAL OPERATION” appears.

3. Power up Primary Domain Controller (Polaris) first and wait until online.

4.  Power up 4 UPS units in Dell cabinets by pressing "Test" buttons.

5. Power up all remaining equipment.

 Windows NT LAN and servers.

Shutdown

Microsoft Windows NT servers are used for LAN logon validation, administrative file storage, website server, print server, Oracle database server, AiIndex server,  Eastman Imaging server, and the main Recorders Office application (Anthem) .

If the primary (Polaris) domain controller needs to be shutdown alone, make sure that the remaining domain controller (KCRO-BDC) is synchronized with the  primary domain controller and that it is promoted to primary domain controller status (Server Manager from either NT server).

If both domain controllers are to be shut down, the RECORDERS domain will not be accessible.

Just go to “Start” and then “Shutdown” and screen will inform you when you can turn power to servers off. (Dell Servers will power completely off)

Dell PowerVault 650F and attached storage have no external power switches and will only power down when A/C power from the 3 UPS units located in the bottom of each Dell cabinet is removed. The Storage Area Network is designed to remain powered at all times and should not be powered off unless an emergency situation exists or lost of A/C power is expected for an extended time.

After shutting down power to the servers in the Dell racks, power the 3 UPS units in the racks down to prevent the batteries from draining and to shut power off to all equipment in these racks. (Small "O" button below test button on front panel.)  

Startup

Start primary domain controller (Polaris) first and wait until online and then all other equipment may be powered up. Systems will initiate needed procedures without operator intervention.

Further details about individual systems may be found in separate documents. Links to these documents are listed in appendix.

Client PC configurations and printers.

In the event of an emergency PC's and printers should be logged and powered off if time permits to prevent unauthorized access to systems and to prevent damage due to voltage fluctuations.

Xerox 8830 large format scanner and printer should be left on unless power is expected to be unavailable for an extended period.

Section IV.

Systems- Routine operations.

Environment (power/UPS, A/C)

There is no RECORDERS OFFICE systems staff requirement for operating or maintaining the UPS or the Air Conditioning system.

King County Facilities is responsible for monitoring and maintaining the A/C and a Liebert representitive is responsible for repairing and maintaining the UPS.

King County Facilities (296-0641)

Liebert (1800-543-2378) (tag #1103311)

Windows NT LAN and servers.

1. Backing up Servers: All servers are scheduled for unattended physical back ups using ArcServeIT. In addition, a full logical database export occurs nightly and is also backed up. There are 2 tape libraries connected to the systems. A DLT7000 library is used for large capacity backups. The DLT4000 library is used for smaller backups. Eastman imaging database is shut down each night by the backup job for a full cold backup. Current backup process is documented in a separate document in the appendix.

2. Switching Primary Domain Controller: The role of PDC should be transferred if possible to the Backup Domain Controller (KCRO-BDC) if Polaris needs to be “downed” for service or restart. This will insure that the user account data base is synchronized with the BDC and that the responsibility to validate user accounts is transferred to the BDC. Use Server Manager to select the backup domain controller (KCRO-BDC) to be promoted to PDC. When Polaris is online, promote it back to PDC.

3. Maintaining Computer Name and IP List: All IP addresses are assigned by the RECORDERS Domain LAN Administrator and are listed in “//POLARIS/ADMIN/computer name and ip.doc”. We are assigned subnet 154.129.054.xxx and any unused ip address may be assigned to a new node. All nodes will start with KCRO- to identify them as being in this Domain (except the Primay Domain Controller Polaris). Other network constants (DNS, WINS, etc) are listed on this document. When a new node is assigned, add it to this document and change the date of the document to the date of change.

4. Logon Accounts and passwords: All users are required to change network logon passwords every 90 days. These are recorded in the Logon Id’s and Passwords log which is located in the Systems staff room.

5. Routine database optimization and integrity checks are run remotely on the weekend.

6. Event and error logs are checked every Monday. All major equipment or production system software events should also be logged to provide a running history of installation or software updates to facilitate troubleshooting . 

See individual documents for each system for more details. Links to these documents are listed in appendix.

Client PC configurations and printers.

Client PC's are created from cloned images stored on kcro-ghostsrv using Symantec Enterprise Ghost software and when initially started, perform a mini setup. The correct IP, computer name, Anthem name and a default printer need to be configured. In addition, systems with scanners may need additional software loaded and configured.

New User Client setup
Client Pc’s will need to been configured for new users on a one time basis per user. All public access terminals are setup to be functional upon successful powerup after initial mini-setup is performed to enter ip address and name of computer. 

Users may need to move to a new position and 4 items setup for them for the first time. Outlook, Internet Explorer and printer settings will stay with each computer.

 use the right mouse key on the “Outlook" icon to access properties and from “show profiles”, you may add a profile. We only use Microsoft Exchange Server and our server name is “KCMAIL1”. Enter the users first and last name (i.e. John Smith). In order to be able to select different user profiles, start Exchange and select “TOOLS” and “Options”, and make sure “Prompt for a profile to be used” is selected. When Outlook is restarted, a profile selection box will be presented to choose which profile to attempt to open. (You must be logged on to the RECORDERS domain with a valid logon to open a profile and access it’s email.)  

We also will add the Recorders mailbox (inbox and calendar) to each user so that they may check vacation schedules. Right Click Outlook icon; properties; Microsoft Exchange Server; properties; advanced; add Mailbox - Recorders.

The Anthem client id is changed by editing the isolclrk.ini file in the isolprod directory.

Printer is setup by browsing kcro-bdc and double-clicking required printer.

Section V.
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	Polaris\admin\admin documents

\king county recorders office equipment inventory.doc



	1

	
	
	2

	Computer IP and Name list
	Polaris\admin\admin documents

\computer ip and name.doc
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	Polaris\admin\admin documents

\recorders computer policies.doc
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	Polaris\admin\admin documents
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	Polaris\admin\admin documents

\kcro-bdc.doc
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	Polaris\admin\admin documents
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	Polaris\admin\admin documents
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	Polaris\admin\admin documents
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	Polaris\admin\admin documents

\cashiering_workstation.doc

	11

	Public Workstations
	Polaris\admin\admin documents

\public_workstation.doc

	12

	Kcro-webserv
	
	13

	Kcro-Oracle 
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