System Backup Procedures

Updated - 12/16/2003

Description

Data residing on several network locations is backed up on a scheduled basis using ArcServeIt (now named BrightStor) backup management software and two high capacity tape libraries.

In addition to the Recorders Office data, we are also responsible for backing up the Archives and Records Management server located at the records center.

Backup tapes are rotated off-site weekly and stored in an underground vault. In case of emergency contact DataSite Northwest at (425) 455-1198 and explain the situation and ask for required backup set or archived incremental image backup tape for account 1276.

The following is a list of the various backup jobs:

1. Polaris Weekly is a full backup of Polaris each Sunday morning. This tape is included with the weekly set rotated offsite.

2. Anthem Export is appended each night to the daily KCRO_OARS image database and c: drive tape. (Oarsmon, etc). This is a backup of the full oracle export file done nightly. The full export is taken while the database is online so the backup does not need to stop Oracle services. Logical restoration of Oracle objects are available from the dump file on KCRO-ORACLE. The data takes about 3 hours to backup. We have three sets of 5 tapes of which we rotate the latest set offsite each Monday. 

3. Nightly Image Incremental is an incremental backup that will never end, adding new images each night. It only takes about 1 1/2  minutes to backup the average 300 megs of new images. These tapes are not included with the weekly rotated set unless a tape is full. In this case, the tape is set to read-only and sent to DataSite NW as a archive and is not returned unless requested.

4. Image Database and KCRO_OARS c: nightly is a backup job which clears the daily  tape for that day (Oarsmon, etc) and is a cold physical backup. This is a backup of the Eastman Imaging Server database and the c: drive on KCRO_OARS. The job stops and restarts the Eastman Imaging Server database for a full cold backup. The daily Oracle export file is appended to this tape in a separate job. The KCRO_OARS c: drive is restored weekly to the R:Backsys drive on KCRO_OARS and is a full backup of the operating system drive.

5. ARMS Nightly is a full server backup of the Archives and Records Management server located at the records center. Each nights data is appended to the weekly tape and is included in the weekly rotation and stored offsite. Each Monday, the tape for the new set is formatted before use.

6. L_drive is a nightly backup which backs up the L (backup drive). This data is not critical and does not change often. This tape is not included in the weekly rotation but is swapped out each week and stored locally.

7. KCRO-ORACLE full backup is a full weekly physical cold backup of the entire Oracle database server while Oracle services are stopped. This physical backup must be restored to the same locations on a system in order for the database to be functional. For this reason, these backups are for catastrophic system failures where the entire database must be restored. Optionally, an alternate server may be configured and restored and logical data exports can occur to partially restore data to the production database.

Daily and Weekly Procedure

Daily

· To mount current day’s tape, open door of small tape unit on top of  larger ATL tape library and remove previous day’s tape in the top slot and replace with current day’s tape. Weekly tape set is stored in small metal box labeled “DataSiteNw 1276”.

· Select correct server with  KVM switch (press print screen on keyboard and select KCRO_OARS) and open ArcServe manager (BrightStor icon).

· Check previous days backup for completion. (job status in ArcServe)

· Go to ‘device manager’ and right click ‘ADIC Faststor DLT’. Right click slot 1 which will Oars+ mon, tue, wed, thu, fri whichever the previous day was). Select ‘Inventory/ Offline Slot’. Next days tape will be read and screen updated with name of tape.

Weekly

Each Monday replace the following tapes:

· Oarsmon- from rotated set

· Polaris- from rotated set

· Arms- from rotated set. *See below for procedure to operate tape libraries.

· L - stored locally. *Also in large library.

Each Tuesday:

· Restore the KCRO_OARS c: drive to the r: drive to test backup and provide backup operating system drive for imaging server.

Tape Library Operations

Information:

We currently use two DLT tape libraries to perform our backups.

An ADIC library uses DLT4 tapes and has 1 DLT7000 tape drive which is capable of storing 70 gbytes of data per tape. This unit has 7 storage slots.

An ATL library uses DLT4 tapes and has 2 DLT4000 tape drives which are capable of  storing 40 gbytes of data per tape. This library has 24 storage slots.

With 3 drives, 3 backup/restore jobs can run concurrently.

Procedure to mount/ dismount tapes:

There is a different process to mount or dismount tapes in the two libraries.

To change tape in small (AITC) tape library:

· Open door and remove desired tape and replace with new tape. (Slots 6 and 7 are not visible from front of library and can be accessed by using front panel and unloading to empty slots 1 and 2. These slots are unused at the present time.)

· Select correct server with  KVM switch (press print screen on keyboard and select KCRO_OARS) and open ArcServe manager (BrightStor icon).

· Go to ‘device manager’ and right click ‘ADIC Faststor DLT’. Right click desired slot and select ‘Inventory/ Offline Slot’. Next days tape will be read and screen updated with name of tape

To change tape in large tape library:

· Select correct server with  KVM switch (press print screen on keyboard and select KCRO_OARS) and open ArcServe manager (BrightStor icon).

· Go to ‘device manager’ and right click ‘ATL ACL4/52’ and select ‘Import/ Export Slot’.

· Select ‘Export’ at top of next screen and ‘assign’ tape to export to a mail slot noting the slot it was in. Tape will rewind if it is in one of the drives and be placed in mail slot. When message that export is completed appears, press ‘Open’ on front panel of tape library and exchange tape with new tape and press ‘Close’. Manually close door. Library robotics will detect tape(s) in loading slot(s) and after a minute will pause.

· Go to ‘device manager’ and right click ‘ATL ACL4/52’ and select ‘Import/ Export Slot’.

· Select ‘Import’ at top of next screen and ‘assign’ tape to export to the same slot that it came out of.

Current library loading:

AITC

	Slot Number
	Tape Name

	1
	Oarsxxx (mon, tue, etc)

	2
	Images (current tape)

	3
	Images (next blank tape)

	4
	Polaris

	5
	Not used at this time

	6
	Not used at this time (rear slot)

	7
	Not used at this time (rear slot)


ATL

	Slot Number
	Tape Name

	1
	ARMS

	2
	L_drive

	3
	Not used at this time

	4
	Not used at this time

	5
	Not used at this time

	6
	Not used at this time

	7
	Not used at this time

	8
	Not used at this time

	9
	KCRO-ORACLE1

	10
	KCRO-ORACLE2

	11
	KCRO-ORACLE3

	12
	KCRO-ORACLE4

	13
	KCRO-ORALCE5

	14
	Not used at this time

	15
	Not used at this time

	16
	Not used at this time

	17
	Not used at this time

	18
	Not used at this time

	19
	Not used at this time

	20
	Not used at this time

	21
	Not used at this time

	22
	Not used at this time

	23
	Not used at this time

	24
	Not used at this time


